VISTA Wireless Instructions

Go to Start, then Control Panel.
Select Network and Sharing Center (click on Classic View if it's not already selected on the left side)
On the left select Manage Wireless Networks.
Click the Add button
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
can also add or remove network profiles,
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5. Select Manually create a network profile.

How do you want to add a network?

gk Add a network that is in range of this computer
= This shows you a list of networks that are currently available and lets you connect
to one. Once you connect, a profile for the network is saved on your computer,

ALk Manually create a network profile

. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (S5ID) and
security key (if applicable).

6. Fill in and select the information as below.
7. Then click Next.

Enter information for the wireless network you want to add

Metwork name: NWMSU_Secure
Security type: [WPA- Enterprise -
I Encryption type: |AES - }
Security Key/Passphrase: s

[¥] Start this connection automatically

[7] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.
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8. Click on the Change Connection Settings.




Successfully added NWMSU_Secure

% Connect to..
Open the "Connect to a network” dialog se I can connect,

# Change connection settings
Open the connection properties so that I can change the settings,

9. Fill in and select the information below
NWMSU Secure Wireless Network properties

Connection | Security

MNarne: MWMSU _Secure
S5ID: NWMSU_Secure
Metwork Type: Access point

| Metwork Availability:  All users

Connect automatically when this network is in range
[¥] Connect to a more preferred network if avaiable
Connect even if the network is not broadcasting

10. Make sure these settings match yours and then click on Settings...

secuty

Security type: |wPa Enterprise -

Encryption type: [AES v] |

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) - [ Settings... ]

Cache uzer information for subsequent connections
to this network

11. Make sure your settings match the below. Then click on Configure.



Protected EAP Properties.

When connecting:
[ validate server certificate

Connect to these servers:
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[7] Entrust Root Certification Authority [
[ Entrust.net Certification Authority (2048) =
[ Entrust.net Secure Server Certification Authority -
[| Equifax Secure Certificate Authority

|| GTE CyberTrust Global Root

[7] http: ffwwow. valicert, com/ -
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Select Authentication Method:

ISecured password (EAP-MSCHAP v2) '] { Configure. ..

|| Enable Fast Reconnect
[ Enable Quarantine checks
|| Disconnect if server does not present cryptobinding TLY

o] Com)

12. Make sure this box is NOT selected. Then press OK. (press OK on all remaining and open boxes).

[EAP MSCHAPv2 Properties X

When connecting:

=l Automatically use my Windows logon name and
— password {and domain if any).

& Additional information is required to connect to NWMSU_Secure. X

< Click to provide additional information and connect

User name: 5201546

Password: sssssssnssl

Logon domain:

Save this user name and passward for future use

[ 0K ] I Cancel ]

15. Your wireless should now automatically connect on campus in buildings that have a NWMSU_Secure
connection.



